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Mr. William F. Caton, Secretary
Federal Communications Commission
1919 M Street, N.W. - Room 222
Washington, D.C. 20554

Ex Parte Contact:

CTIA
May 17, 1996AFC~/V1= Cellular. ·,.D Telecommunications

/4,4 Industry Association
lit y 17 1996 1250 Connecticut

FfDERAJ. Avenue, NW.
COMMUNtC04n Suite 200
OFFICEOF.<:t:t3!!~18Slc Washington, D.C. 20036

-tfA,qy ; 202-785-0081 Telephone
202-785-0721 Fax

Dear Mr. Caton:

On Friday, May 17, 1996, Mr. Michael F. Altschul, Vice President and General
Counsel, CTIA, sent the attached letter regarding Revision of Part 22 of the
Commission's Rules Governing the Public Mobile Services to Michele C. Farquhar,
Chief, Wireless Telecommunications Bureau; and to Jennifer Warren, Assistant Bureau
Chief; and Roz Allen, Associate Bureau Chief, Wireless Telecommunications Bureau.

Pursuant to Section 1.1206 of the Commission's Rules. an original and one copy
of this letter are being filed with your office.

If there are any questions in this regard. please contact the undersigned.

Sincerely.

/~;:r~
Robert F. Roche
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May 16, 1996

Ms. Michele Farquhar
Chief
Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, NW, Room 5002
Washington, DC 20554

Building The
WIntIess Future",

CTIA
Cellular
Telecommunications
Industry Association
1250 Connecticut
Avenue, N.w.
Suite 200
Washington, D.C. 20036
202-785-0081 Telephone
202-785-0721 Fax
202-736-3248 Direct Dial

Michael F. Altschul
Vice President,
General Counsel

Re: Revision of Part 22 of the Commission's
Rules Governing the Public Mobile Services
CC Docket No. 92-115

Dear Ms. Farquhar:

On August 2, 1994, the Commission adopted a Report and
Order in this proceeding implementing new Section 22.919 of
the Commission's Rules to address the problem of cellular
fraud. In the Matter of Revision of Part 22 of the
Commission's Rules Governing the Public Mobile Services,
Report and Order, CC Docket No. 92-115, 9 FCC Rcd. 6513
(1994).

Section 22.919 of the Rules establishes cellular
equipment design specifications which require, inter alia,
that cellular equipment's Electronj.c Serial Numbers ("ESNs")
must be set at the equipment's manufacturing site, and must
not be alterable, transferable, removable, or otherwise able
to be manipulated by any party in the field. Report and
Order, 9 FCC Rcd at 6525, <[<[54-63. The Commission declined
to make an exception to Rule 22.919 requested by some
Telecommunications Industry Association ("TIA") members
which would have allowed manufacturers' authorized agents to
transfer ESNs in normal repair activities, and also declined
CTIA's request to require that new cellular equipment comply
with industry authentication standards. In addition, the
Commission rejected C-Two-Plus Technologies' request for
allowing the "emulation" of ESNs ~or "extension" phones.



After denying TIA's request for a stay of Rule 22.919
until resolution of its Petition for Reconsideration, the
Commission permitted the new rule to go into effect on
January 1, 1995. See Order, FCC 94-357, CC Docket No. 92­
115, released January 10, 1995. Accordingly, both the
Commission and the industry have had more than sixteen
months of experience by which to measure the effectiveness
of Rule 22.919. Based on that experIence, CTIA urges the
Commission to deny all of the pendinq petitions for
reconsideration of this rule, including CTIA's request
submitted February 2, 1995, in its Joint Reply and Comment
filed with TIA. Simply put, the~ndustry's experience since
comments and reply comments were filed in January and
February of 1995 demonstrates that there is no need to
modify Rule 22.919, and therefore the Commission should
reject the pending petitions for reconsideration.

It is often said that the vIsion of hindsight is 20-20.
This proceedinq affords a rare oppor~unity to take advantage
of the clarity of this vision. With respect to the request
for mandatory authentication set forth in TIA's Petition,
and supported by eTIA and others on the basis that the
Commission's failure to mandate authentication would delay
implementation of a proven method of attacking cellular
fraud, during the past sixteen months carriers and their
vendors have moved aggressively to deploy authentication so
that today authentication is a reality. The industry's need
for authentication to combat cloning was so great that no
government mandate was needed to make authentication happen.
Authentication exists today in New York City, and it will be
deployed in major markets throughout the United States by
the end of this year. Based on the ':::ellular industry's
efforts and experience since comments were last filed in
this proceeding, eTIA is confident that no rule is needed to
make authenticatIon available iT all (or nearly all)
cellular markets.

Similarly, TIA anticipated that modifications to Rule
22.919 would be required to avoid an adverse affect on
manufacturers' repair and upgrade of cellular telephones in
the field. TIA also expressed concern that adoption of the
new rule would delay the introduction of new and improved
cellular phones. In its February 2, 1995, Joint Reply and
Comment, CTIA joined TIA in recommending a revision to Rule
22.919 to accommodate the manufacturers' concerns. However,
the industry has been complyi.ng wi th the new rule for almost
a year and a half, and none of these concerns have
materialized. With the benefit of hindsight, CTIA now
believes that no chanqe to Rule 2.919 is required.
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Finally, CTIA continues to believe that the Commission
should flatly deny C-Two-Plus Technologies' request for
allowing the "emulation" of ESNs for "extension" phones.
Maintaining the integrity of the ESN is the cornerstone of
the industry's technical efforts to preventing cellular
fraud on today's analog cellular systems. The cellular
industry has invested years of effort (not to mention
millions of dollars) to develop and deploy three different
technologies to combat cloning fraud RF fingerprinting,
velocity checking, and authenticatloli. As AT&T Wireless
Services sets forth in its May 3, 1996, ex parte submission
in this docket, adoption of C-Two-Plus Technologies'
proposed revisions to the Part 22 ru~es would eliminate all
three of the industry's anti-fraud technologies, leaving the
cellular industry with no technical weapons against cloning.
This should be no surprise, since "emulation" is nothing
more than a semantic ploy to avold the word "cloning", which
is the proper term to describe the ~onduct of duplicating a
ce11ul ar phone':' MIN and ESN comb i na i~ i on.

Since "emulation" is indistingulshable on a technical
basis from cloning, cellular carriers' ability to detect
"emulation" is identical to their abllity to detect cloning.
Similarly, if the Commission were '::0 adopt the C-Two-Plus
Technologies' proposal to authorize ~he use of "emulated"
cloned phones, carriers could not c:ii:3tinguish an "emulated"
cloned phone from any other type f (~loned phone.

Moreover, the Commission also has the benefit of
hindsight with respect to this proposal. Since C-Two-Plus
asked the Commission to modify its rules to permit the use
of "emulated" cloned phones, a Federal District Court has
clarified that what C-Two-Plus refers to as "emulation"
falls squarely within the conduct prohibited by 18 U.S.C.
§1029 of the u.s. Criminal Code. See United States of
America vs. Don Billy Yates, Jr., Opinion and Order,
Criminal Action 95-72 (ED Ky, Dec. 13, 1995). CTIA is not
aware of any instance where the FCC ~ules authorize conduct
that is criminalized under Title 18 I)f the U.S. Code.

Ultimately, the Commission must confront the reality
that underlies both the technical and legal bases for
denying the C-Two-Plus proposal: first, the analogy to
landline telephone "extension" phones proffered by C-Two­
Plus is bogus, and second, as described above, neither
technology nor law enforcement can distinguish an "emulated"
cloned phone from any other cloned ellular telephone.
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The analogy to landline "extenslon" phones is flawed lD
numerous ways, but none so basic as the obvious fact that no
matter how many terminal devices a landline customer
installs on his premises to originate and terminate wired
telephone service, there will be one and only one
transmission path linking those devices to the telephone
company's end office. In other words, landline extension
phones do not afford telephone subscribers with multiple
network connections and access. In contrast, cellular
telephones are radios, and each cellular telephone can
independently and simultaneously access a cellular system
using different channels. In fact, unlike landline
extension phones, there is no way multiple cellular phones
simultaneously can access a single transmission path to the
switch. While C-Two-Plus proposes to restrict the use of
cellular "extension" phones to only one at a time, such a
restriction is meaningless and unenforceable since the
multiple phones (and their usersl sharing the same ESN/MIN
will be unable to detect if a clone lS in use at the same
time. This example offers yet another illustration of why
the analogy to landline extension phones must fail.

For all of these reasons, eTIA does not support any
change in Section 22.919, and urges the Commission to deny
each of the pending petitions for reconsideration of this
crucial provision of the Commissl.on's cellular rules.

Sincerely,

MichaeL Altschul
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PLAINTIFF,

DEPBNDANT.

•••••••••••••••

Thll mauef iI before the Court upon the mouon of the defenclant. Don Bllly Yatel, to

dilmiJl. This maaer hu been tully bri.fed and i. rtpe for review.

L :rACTS

Yatel wu indicted by a federal &rand jury on November 2, 1995 on four countI of

criminal fraud In violatlcm of variold provilkma of 18 U.S.C. 11029. Speclftca11)', count OM

of the in.d1ctment charpa that V"I, "1cDowiqly IDd with intent to defraud, did produce. \110

and trafflc in a counterfeit ICCIII device, which conduct affec1=d in..tate commems," in

violation gf' 1029(&)(1) and (c)(t). Count two of the indiaunent cbarPl chat V.. "laIowiDaly

and with mnt co defraud, did have conuol, CUltody, and pouaaion of device-maletDS

equipment, which conduct afFected inter••commerce. " in violation of' 1029(&)(4) and (0)(1)•
.

Count three of the indletmont charS" that Yates "1cDowinaly and with intent co defraud, did

produce, ttatfic in. have control. custody ami poItelllon of. te1ecommunlcadona instrument that;

had been modified and altered to obtain unauthorized use of telecommunications services. which

conduct a.tl'ected intan.. commerce." in violation of I 1029(1)(5) and (e)(l). Pinally, count
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four of the Indictment charge. that y,tea 'knowingly and with intent to defraud, did use. have

control, custody and possellion of hardware and software used (or altering and modifying

telecommunications instruments to obtain unauthorized acceu to telecommunicationa IBrYie81,

which conduct affected interstate commerce,' In violation of § 1029(a)(6)(8) and (c)(l). Each

count ailelea that the offeme occurred on or about Sep~mber 18, 1995. At the arraignment on

November 9, 1995, Yata plead not guilty to each eoum.

On November 20. 1995, Yatea flIed two motions to dlsmisl the indictment. In bis fU1t

motion to dilmill. Yatea alaue, that the indictment shoUld be dtlmiued u multiplicitDul, or

alternatively, that the United Sta* should elect under which count of the indictmeDt it will

proceed It trial. In hit second motion to dismiss. Yates ar.uu that the indictment faU. to

chari' him wtth enPiin. in an illepl activit)'. A heartna on the motiona wu held on

December 1, 1995. The Court denied Vatu' motion to cltamil' the indictment u multipUcltoua.

However, the Court held that counts 2 anel 4 of the indictment are duplicitoUi and ordwecl the,

tJftltld States to elect between counts 2 aad " of the indictment. VateI' motion to dlamiu on:

the aroundl that the indictment tan. to charp &l\ ill'lal activity wu taken under advitement by'

the Coun.

u. YATES' MOTION TO DISMISS FOB FAILURE TO CHARGE AN ILLEGAL.
ACTIVITY

1\1 ill. tn Yates' motion to dllmi.. il whether a ·cloned- celbl1ar telephone - i.•. , one

with identification numbers identical to another exittina lelinmate unit - fa111 within the ambit

of 11029. Baed on representation from counael and independent research, this appoan to be

an iIIue of firat imprealloll.
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"'ClJ..... de~j~thQr_ indieunent charlet Yatel with an ilIep! activity, an

unclentandlnl-of the celJuJar~hOPl iDdUJtry I. imperuive. Cellular telephone service 1&

av,Hable fAttn commercially owned and operated communicationa notworkJ and Is bued upon

a system of individual cellular tllopholllt'tfi1ftt hlvit\l wireleu radio traft,miuion capabUltiea and

which operate within a aeries of leographiG ~cells· served by a radio tranamitter. Cellular

teJepbona are typically programmed with twO idendtyina code nwnbert, commonly referred to

u the electronic serial number I '!SN I· and the mobil. identification number, "MIN." The ESN

i. a unique numerical code emblCided in each cellula.r telephone by the manufacturer identifying

that particular initrUment. Tho MIN is • tDn-digit numericaJ telephone number (area c:ocio +

leven-ell.it telephone number) uailned to each cellular telephoDe CUitomer. Por identification

purpoaea, both number. are rranamtned to the cellular .y.tem by the cellular telephone unit at

the time a call is initiated. AI the user mOVel trom one celi to another. ttaaamtaion of

telephone call. i, aucomatically IhifteG from ana traumitter to the ochet, thUi maintaiAiDI a

coaautent silnal quality.

Cua conlU'Ulna , IID9 u it appllea to the oe11ular telephone indLllU'y have ilWolvec!'

"tumblins' oalluw telephones. S" Unit. StfJIer v. B1'tItJy, 13 P.3d 334 (lOth Clr. 1993);

Unit. Stlllll Y. Botky, 41 P.3d 413 (9th Cu.). Cfrf. deftiltl, 115 S.O. 2563 (15J~); Untied

SIfIlIS v. AJhI, 47 P.3d 770 (6th Cit. 1995). A ·twnbliJll" 0I11ular telephone 1. ODI which II

capable ot randomly chanlinl either the BSN or MIN to enable the u.er to obtain a "free ride"

through tM cellular telephone .y.tlm by avoidln. or defeating acceI' or bllltni to an individual

euttomer account. Tumbling cellular telephones take advantap of the 'roam" feature provided

by cellular carrien. Cellular telephone cUitomm may -roam," that it. place call. from a

3
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foreign geographic cell other thin the aeoaraphie cell owned and operated by the carrier with

whom the cUitomer hu an account. Thi. allowl customers to place a local or lana distance call

from anywhere in the United States while outside the geograt'hic area serviced by hil or her

hom. carrier. When a roamer placea a call from a fore!an ICOlraphical service area. the

cellular telephone automatically tranlmitl the caller's usigned ESN and MIN. In processina &

roamer call, a foreiln carrier immecUat.ely recolnizea the MIN u belonaing to another exl.Una .

carrier. To provide effective customer aervice. roamer call. 1tC4 by internetwork agreement.

pl'lDuce and procedure. immediately transmitted by a foreian carrier before validation of the

ldentifytn. ESN and MIN combination hu been completed by a untral data bank clearina houle

lceaced In San Aqelo. Tuu. A time 1aI occur. while ltl computer, •• to maccb the

IUtomatically ua.namlued Identlfyin. ESN aAd MIN with an exiJtina home carrier-.ubJcriber

combination recorded In iu data bank: of national internetwork llatlna.. In the abllnce of. YI1ld •

match, all lub.equant call. usiltl the urne BSN and MIN will be rejected. Althouah ,arvice·

chapa fetultinl from unmatched ESN ancl MIN combinations are lilted tolether with all

pcnincnt information rellCed to the call in the foreiln ccrrter'. bUll. compu_, the illicit:

roamina cultomer caMOC be identified. AI a fault, the charpa cunot be collcetld from the.

UHr of a tumblina cellular tallphone and the cellular carrier abIorba the COlt of me call.

III Brody, the Tenth Circuit Court of Appeal. oonsldered whether asmbliDI cellular,

te1ephonea are violative ot, 1029. Brody, 13 F.3d at 338. 'nle Temh Circuit relied OD u,,'t«i
"GIG v. McNutt, 908 F.2d 561 (10th Cu. 1990), in which the court helel that cloned eleccronlc

Iddreaae& on satellite televilion dllCfam"ler madulea were not "acccu devicaa within tho

meaninl of' 1029. rd. at 338·39. Even though tho operatOl'l of .tom. t.elevilion scrvicea:



::::: -,-,,00
.=·'EC :--l ''?S 13: 3S_==~ ~_t:> =~,':;TOh' '=A :: . -::. '~

5uffered eQOnomic los... from the revenue {orsone due to the use of oloned descrambler

modules. the coun determined that there wu no violation of § 1029 because use of such

modules did not "debit legitimate subscriber's a.ccountsL and] no additiona.l charles accrued u

a result of the unauthorized. use." McNutt. 90g F,2Q at S63·64. In other words. the court in

McNutt held that "economic 10l1el were not enough under f 1029; instead, the iovemment must

be able to COM8Ct actual 1011II to distinct transactions reflected in the company'. aa:countina

recotd•• " Brody. 13 F.3d at 338. Because caUe made from a tumbUnl cellular telephone do

not "4ebit lelitlmata lubac:iber's lCCOunu' or ·trialer the creation and maintenance ofa formal

record of creclitl and debita.· the court In Brody held that a tumbling cellular telephone is not

an acee.. device within the m.n1na of' 1029. Id. at 339.

In addreaatnl the identical tSlue in Unllld SttltlS v. AJM, 47 r.3d 770 (6th Cir. 1995),
.

the Sixth Circuit Coun of Appeal. rejected me Tendl Circuit'. interpretation of I 1029. In,

AIM, the defendant chal1enaed htl convlotion under I 1029 for produciftl aDd pOIIIIIUla &

tumblina cellular telephone. In rejecdnl BrtItIy, the court noted that -tl]ft 1992., tha tOIlet

charaed to· cellular telephoDe em.. relU1tlni from 'free ridi.· amowued to over $100

million." 1d. at 774. AI a reault. the court held that "tnvuiOD of an identiftable cuscomer's

account is not a necelury element of proof to lupport a conviction under ['1029].· rd. It 714.

Simllarly, In United SttJtu v. BtIU6y, 41 P.3d 413 (9th elf. 199'), the Ninth Circuit Coun of

Appeal. held that tumbUna cellular telephones are I.CCIII devicu within the ambit of 11029.

Unlike BNdy• ..iJhe. and BtUlIy, Vatla it charpd with UII, po....ion ud trafftclcina,

ot a cloned cellular relephone and c10nilJl equipment. Clonlftllnvolvet the prosrammtng of a I

cellular telephone 10 that the BSN and MIN combination Ie identical., & lcaitimate CUllomer t
,:
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account in order to obtain free telephone serviee. By obtaining a cloned telephone. a cellular

QUJtomer avoids an activation fee and a monthly maintenance fee charaed by the cellular canier.

The facti in this cue are undisputed. In April 1995. the Secret Serviee executed & HatCh

warrant at a company that wu lImns or distributini ~'bllClc boxes ~ that arc used to clone MIN!

and. ESNa. The search yielded a lilt of customen. including Yatu. who had purchased at leut

one black box. Durina the same time. the Secret Service allO received information trom a local

cellUlar telephone company that Yatu wu ualna a black box to clone cellular telephones.

Buicall)', Yates' service involved providil1l cUitomen with an "extension phone- 10 tbat they

could have two cellular te1ephonea with the aame numbert while paying the activation charle and ,

maintenance fee for only one cellular ualephone. CIlII made from either cellular tol.oDe,

however, appear on the euatomer'. bUl, VI. charaed $150 for his clonina service.

On Siptember 18 t 1995, Special Apnt Jamea Burch of the United Stata Secret Service'

obtaiDecl two cellular tdepboDel, ana of which wu PfOIfammed with an authorized BSN and:

MIN, and Oftlt which wu blank. Burch then COft** ud arraftpd to meet with Y... to

obtain a cloqed cellular telephone. At their 1'DI8tiqt Yaea PfOarammed the BSN aad MIN of

the lelltlmate cellular telephone into the blank cellular telephone. Both Yates aM Burch madO

_t oaU. from the cloned cellular telephone. Yatea wu IUbsequently arreated and indictllcl tor

violatina 11OZ9.

In IUppon ot his motion to dlamill, Yates arlUe. that the Federal Communications,

Commission, the federai apncy charpd with relulatms the talecommunieationl indUIU'y, has

conallcently held that telepholll number, are not the propeny of the carrier but arc iDltlld I

public resource. S" In RI~ MtIlI" 0/Administration 0/Nonh A,nwrlcan NlI17Ibm,., P1IDa,

,
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>..."... ~OJ~ To Promot, CQmpltItItm Ana MIcilnl Usc Of•. ,,,
~_trum F~' ~ t:? Ct.,.,.F Swv(e,. P 6-85 (1986). AI a result. Ya.tes concenda

that the FCC, ,..... caUild ci hims.lf. to believe that the activity charged. in the

tndictmont il nat itle;t· Ya. contenda that U,"* Stales Y. LrIIn, 973 F.2d 463 (6th Cir.

1992). if w/~UlIO the~che Sixth Circuit Cowt of~. affmned

the dllmi.1I1 of an indictment charatna aJ2 opthlmotolflt wt1h Medicaid ftauc1 for bilUnl

pracntea whieh the Healthcare Fit'Jlnee Admtniatrauon had Implied were IepI. Sued on Llvin

anc1 the rulina by the PCC, Yatal oontenda that he cannot be charged with enpgml in ..

fraudulent activity where that fraudulent activtty iJ wholly dependent upon owner.hip of a,

cellular telephone number by 1 telephone carrier.

In further .upport of hll motion UI dilmf••, Vatel Il'IUli thal becau.. the telephoM
..

carrier wl11 continu. to be able to bm!tI cualOmm tor all caUl mad, on the extDnIion telephone,

they are not damapd by the UI8 01 the ..tension telaphone. Moreover, Yat.eI conte_ that th8

talepholll companlll have no rflht to proftt baed on the cuatomer's ute ofa parttcullr telephone

number sillce these numbel'l are pubUc reIOUl'CM. AI a relult, Y.. comnal that the

indictment doea not chule UlepllCtjvity and mUlt be diamiuecl.

Vata' ltIument dlrecdy comradidl the lellslattve hlltory of I 1029(a). In 1994,

conceivably in responae to the Tenth Circuit Coun of AppMJI' rullq in Bffldy. CODar_

amended I 1029(1) to Ipeclftcally crtminalia Yates' conduct. In puaiDI the ammIment,

Conpess lta1ed:

nu. section amends the caun&a1elt acea. device law to crimfnallze the UN of
cellular pboMl that.e altered, or ·cloned,· to allow fNe ridlDi Oft tho cellular
phone IYltem. Specif1aally, thta IIICtkm prohlbtUi the UN of 1ft altered
telecommunications instrument, or a IC&DniDI receiver, hardware or toftware, to

7
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09t1lq 'hE ~&CCIII to wlecommunicationa urvlcea for the purpOle of
defraucUnl the WTier. A .c:amlin. rlOliver i, defined u a devtce used to
intercept m..ally w're, oral or eleccronlo communicationa. The penaitY for
vtoJatln, thta new .ecdon i. lmprllonment for up to fifteen yeatS and & fine of the
sreater of the 550.000 or twtoe the v.lue obtained by the offense. HoUle Report
H.R. No. 103-8271.

Clearly, Y&teI' conduct involved the ·uae of an altered telecommunications instrument .... to

obrain IQQSI. to telecommunieationa aervicea for the pUrpoie of defraudinc the carrier.·

Moreover, y..-' arlument that the cellular carrien are not damaled b)' UI8 ot the extension

tclephoM j. errontcNl. By clanin. cellular telephona to enable usen to have an extension

phone, the cc:11ular carrien are defrauded of the activation fee and the monthly .ervice fee they

c.bIr&e for each cellular phone. Therefore, Yates' motion to dbmiu will be denied.

In. CONCLUSION

Accordina1y, the Court. bema lutnclently a4viMd, hereby ORDERS that Y....' motion·

to dilmill [docket entry 19] it DENIED.

011 mil-4of n-t.or. 1995.
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